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Revision History

This document is maintained by the UUFE board of trustees. Partial (dot) releases will be made
periodically by admins and will be considered in force pending board approval. Upon approval the
document version will be incremented to a full version release.

This document is Version 1.0 Release Date 11/20/2025

Changes from version 0.3 and 0.4:

e addition of streaming services subsystem

e addition of surveillance subsystem

e update to use cases to include same

e added use case for treasurer use of OneDrive

e added section 8.1.1 - OneDrive vault access permissions by role
e corrected form name in section 4.2

e minor grammatical corrections.

Acronym and Definition List

Adware: Any software that drives the user to unintended sites for the purpose of generating
advertisements or increasing traffic. (see malware)

Authentication Credential: For purposes of this document, the username and
password/passphrase of an account.

Ciphertext: Encrypted text intended to mask its content, such as, affdd aggxg fgxax xxaxg gafa.
(see plaintext)

Directed/Undirected Threat: A directed threat is an attack against a specific individual,
organization or system. An undirected threat is an opportunistic attack against any vulnerable
system.

Doxxing: Publicly broadcasting private or identifying information about an individual or
organization with the intention of causing harassment or harm.

DVR: Digital Video Recorder

Encryption/Decryption: the process of encoding/decoding information in such a way that only
authorized parties can access it.

Identified Risk: A risk that has been recognized as significant. (see risk)
INFOSEC: The protection of information from adverse disclosure
IT: Information Technology

ITSEC: For purposes of this document, the countermeasures we put in place to protect data
from unauthorized disclosure.

Member: a member, friend or other person associated with UUFE

Malware: any software intended to disrupt, damage or gain unauthorized access to a
computational device or to institute denial of service attacks on other devices. Also, Adware

NAS: Network Attached Storage — disk storage available via a network interface.

UUFE IT Security Policy Version 1.0 Page iii



Phishing: The practice of masquerading as a legitimate site in order to trick the user into
disclosing personal information.

Plaintext: Readable text such as what you see here. (see ciphertext)

Risk: The potential harm or loss to data due to vulnerabilities exposed to threats.
RO: Read Only files

RW: Read, Write, Delete, Modify files

Social Engineering: The use of deception to manipulate individuals into divulging confidential
or personal information that may be used for fraudulent purposes.

Threat: Any circumstance that has the potential to adversely affect an organization.

UUFE: Unitarian Universalist Fellowship at Easton

List of Maintained Devices

This is the list of currently maintained devices at the time of document creation. This list is subject
to change:

*  Minister’s Laptop

*  Office Manager’s Laptop

* Treasurer’s Laptop

* Zoom Streaming Laptop

*  Pulpit Laptop

*  Conference Streaming Minicomputer, wireless keyboard and mouse, camera
*  Office Desktop

*  Surveillance Camera NAS System

*  Two surveillance Tablets

* Network Devices - Wi-Fi Access Point, Router, Switches, PoE Injector
* Mono and Color Printer/scanner

*  Mono Printer

*  Bulk Printer/Copier
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UUFE IT Security Policy

1. Purpose and Scope

This document outlines policies and procedures provided by the board of trustees intended to
provide guidance to IT systems administrators.

Policy within scope of this document:
e Physical

Any electronic device that is connected to UUFE by ethernet, WiFi, Bluetooth or any other
means with the exception of user’s personal devices.

e INFOSEC

o Privacy policy

o Information protection

o Document Protection

o Software/Malware Protection
e Personnel

o Roles and responsibilities

o Authorizations

Outside the scope of this document

e |TSEC
o IT Security implementations
o Configuration of software and services

This document is not intended for implementation issues, which are left at the discretion of the
network administrators as covered in UUFE Network Administrator’s Guide.

Physical Security is beyond the scope of this document and covered in separate documentation
under UUFE general processes.

2. Electronic Device Policy

With the exception of personal devices connected via Wi-Fi, electronic devices are under the
control of authorized network administrators. Anyone wishing to connect a device either
permanently or temporarily must notify and get concurrence from network administrators.
Administrators must be provided with any user ids and passwords necessary to check status,
view logs and if necessary, provide technical support.

3. Online Accounts

The use of members’ personal online accounts for UUFE business is to be avoided. UUFE will
provide accounts as necessary.
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4. INFOSEC Privacy Policy

4.1. Legal requirements
As an entity incorporated in Maryland, UUFE is subject to pertinent Maryland Law, specifically

4.1.1.Maryland Personal Information Protection Act (PIPA)

UUFE will notify members of data breaches of their personal information within 45 days
UUFE will investigate and report data breaches to the Maryland Attorney General
UUFE has implemented security measures outlined in this document intended to protect

personal information.

4.1.2.Maryland Online Data Privacy Act (MODPA)

Collected member personal information is limited to that which is necessary to provide
services. This information is listed within this document.

UUFE requires consent before collecting personal data

UUFE provides a method to opt-out

UUFE does not sell sensitive data without member’s consent

UUFE Privacy policies are listed within this document

UUFE will conduct data privacy impact assessments as necessary

4.2. Personal Information

UUFE collects personal information as reported by members via the Record of Information form.
Information collected may consist of one or more of each of the following:

Name

Gender Identity

Personal Pronouns

Physical Address

Email Address

Phone Numbers

Marital Status

Membership Status

Pledge and/or amounts of giving

Banking information e.g. routing and account numbers

Members may choose to include or exclude any information listed above and are provided with
an ability to opt out completely, meaning that all information currently on file will be deleted from
our records. Please note that opting out may result in a lack of some services normally offered to
members.

UUFE does not and will not sell, distribute, or otherwise knowingly disclose personal information
to any third party.

5. Protection Mechanisms

INFOSEC policy limits protection measures based on the threat of potential harm to members
and the public with the understanding that security measures and convenience are mutually
exclusive.
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The principal mechanism used by UUFE for ITSEC protection is to limit access via role-based
user authentication credentials (passphrase) and by encryption of information stored on cloud-
based or locally as needed.

5.1. ldentified Threat Levels

e Low: Information that is generally already available to the public by other means, disclosure
of which is covered by applicable law.

o Moderate: Non-directed threats by hostile agents e.g. for the purpose of public humiliation,
spamming, or advertising.

e High: Directed threats by hostile agents e.g. banking information

5.2. Protection Levels

e Low: Ordinary or casual protection with none or minimal access restrictions sufficient to
provide due diligence against access by the public.

¢ Moderate: Protections with access restricted to employees, officers of the church, board,
committees and other official bodies of UUFE

o High: Best-practice protections necessary to secure the information to as few people as
absolutely necessary.

5.3. ldentified Risks
5.3.1.Social Engineering

The primary security mechanism is user awareness and education. A secondary mechanism is to
prevent users on UUFE computational devices from unknowingly installing malware/adware, or
any other malicious code and backstop phishing attempts by blocking known sites and preventing
active links from email and blocking unreliable sites such as adult content.

Threat Level: Low
Protection Level: Low

Information included in this category:
e Name

¢ Email address

o Membership status

Information included with authorization by the individual
e Gender Identity

e Personal Pronouns

e Marital Status
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5.3.2.Cyber Harassment

Non-consensual disclosure of information which may lead to psychological or physical harm
such as stalking, bullying, doxxing, trolling etc. Disclosure of said information should be left up
to the individual. Included within this is exposure to unwanted content during streaming
sessions.

Threat level: Low
Protection Level: Moderate

Information included in this category unless authorized by the individual:
e Gender Identity

e Personal Pronouns

e Physical Address

e Phone Numbers

e Marital Status

5.3.3.Financial Exposure

Disclosure of banking information and levels of giving. It is mandatory that disclosure of this
information be protected to the greatest reasonable extent.

Threat Level: Moderate to High
Protection level: High

Information included in this category:
e Pledge and/or amounts of giving
¢ Banking information

5.3.4.0ther risks

Much of this information is kept using paper documentation. Information that is collected and kept
as paper documents on file in the UUFE office is out of scope and hence not covered by this
document. Refer to UUFE general processes document.

6. Personnel Policy

6.1. Education and Training

UUFE will provide periodic reminders to the members to promote good online hygiene, including
awareness of fraud, nondisclosure of personal information, and the proper use of online systems
and software.

6.2. Use Cases and Roles

UUFE has developed a set of use cases to define how IT actors will use the system. There are
ten identified actors who use one or more of six identified subsystems. Each subsystem will need
its own ITSEC implementation to be determined by the network administrators.

IT Actors have been assigned to use cases as shown in Figure 1. Information will be restricted to
encompass only what is necessary for the assigned role. For clarity, network administrator actors
touch every part of the system but that is not illustrated in detail.
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7. Cloud/Online Services

Following are the approved services to facilitate the UUFE use cases

¢ Google Docs for collaboration

e Microsoft OneDrive Pro for cloud storage

¢ QuickBooks Online for financial data

¢ MailChimp to maintain email lists, prepare weekly newsletters and send announcements

8. Subsystems

Each subsystem will require individual security policies and procedures as they are used for
different purposes

8.1. One Drive

Protection Level: Moderate

OneDrive is the official and sole repository for all UUFE online documentation. In order to track
ownership and activity, each user accessing OneDrive will be assigned a role account and a place
(folder) by which to store pertinent documents. Individuals are not authorized to change the
authentication credential of their assigned role account.

With the exception of the Treasurer whose files are not generally available, all documents shall
be converted to and saved in PDF format. Documents are not to be edited on OneDrive. The File
naming convention for documents is as follows: Filename-yyyy-mm-dd (version) where
version is an optional version number if needed following the Microsoft naming convention. Note
that keeping the date format in this manner automatically causes the file system to sort the files
properly by name, then date and Microsoft will append version numbers to the filename properly.
The file name must be descriptive, for example, use Board Minutes-2025-03-25(1) .pdf,
not document-2025-03-25(1) .pdf

8.1.1.Vault Access Permissions by Role

shared
Roles Users Vaults > minister docs board treasurer
Minister minister@uufeaston.org RO RO RO None
Office office@uufeaston.org RW RW RW None
Board boardQRuufeaston.org RO RO RO None
Treasurer treasurer@uufeaston.org RO RO RO RwW
Member guest@Quufeaston.org RO RO RO None
Network Admin® infotechQRQuufeaston.org RW RwW RW RW

"Admins will set protections for each document within the infotech vault

8.2. Google Docs

Protection Level: Moderate

Google Docs is the approved way to collaborate with other members to produce documents. Each
member may use their own email address and assign editorial permissions to collaborators also
using their personal email address. Once a document is ready for publication, the committee chair
will convert it to PDF and either email the office administrator or submit a read permission link
along with a request to publish the document on OneDrive.
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UUFE shall not maintain role accounts on Google Docs, nor will it provide any guidance
on its use or document naming. It is left up to the individual to manage the collaboration.
Documents officially do not exist until they are properly named and moved to OneDrive

8.3. QuickBooks

Protection Level: High

QuickBooks is an online service that is used to store members’ financial information, the status
and amounts of individual pledges and other sensitive information and hence, needs to be the
most restrictive. ITSEC for the protection of online data is provided by the software service,
however backups of QuickBooks data are stored locally and therefore must be secured
accordingly.

UUFE IT administrators will assign role accounts to QuickBooks for the treasurer and one
recovery account. The treasurer is not authorized to modify the authentication credentials of the
treasurer account. The credential for the treasurer account will be kept in a sealed envelope in
the UUFE office to be used in the event the treasurer becomes incapacitated and an interim
treasurer needs to be assigned. IT will provide a new credential to the interim and store the new
credential in the same fashion.

The assigned role accounts for QuickBooks are as follows:
Role Username Type
Treasurer treasurer@uufeaston.org Full Write
Recovery infotech@uufeaston.org  Administrator

The treasurer will produce a report by whatever means necessary and submit that to the
documentation administrator along with a request to publish on OneDrive Or submit to the
secretary to include in the board minutes as appropriate.

8.4. Email

Protection Level: Low

With the exception of accounts named member and recovery, UUFE will provide email accounts
for all other roles within UUFE. The authentication credentials will be matched with the credentials
for other subsystems to keep them uniform.

8.5. Mailchimp

Mailchimp is the approved online service for communicating with UUFE members via email.
Mailchimp email addresses, accounts and protections are the responsibility of the website
maintainers.

8.6. Power Church

Protection Level: Moderate

Power Church software is used to store members’ personal information. Unlike cloud systems,
this software stores this information locally in plaintext and therefore must be secured accordingly.
Further, access to Power Church must be restricted to only those with need-to-know and run on
as few devices as needed.
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8.7. Office Computers

Protection Level: Moderate
These include:

o Office Desktop
Minister’s Laptop
Office Admin Laptop

o Treasurer’s Laptop

Unlike online services, the computational devices on the UUFE network store information
locally. Office computational devices are classified according to the information contained within
them. The personal computer in the UUFE office contains member information in plaintext via
PowerChurchPlus software and therefore must be secured accordingly. In addition, QuickBooks
backup files may be stored on the Treasurer’s Laptop and must also be secured accordingly,

The office computer will be restricted to software approved by the network administrators. Users
will be prevented from downloading any software and access to websites will be restricted to only
those pertinent to business and protection from adware/malware will be maintained.

At a minimum, the following software will be maintained by the network administrators on office
computers:

e Windows 11 Pro Edition

e Office 365

e OneDrive

e Virus/Malware Protection

e PowerChurchPlus (on office desktop only)

8.7.1.User Accounts on Office Desktop

Access to the computer is by account, access to PowerChurchPlus requires a separate credential
that is handled similarly to the treasurer The person assigned to the account is not authorized to
modify the authentication credential of neither the members account nor the PowerChurchPlus
software. The credential for PowerChurchPlus will be kept in a sealed envelope in the UUFE office
along with other passwords so that they can be used in the event the assigned person becomes
incapacitated and an interim person needs to be assigned. IT will provide a new credential to the
interim and store the new credential in the same fashion.

Role Username Credential Note

Member Services members  Normal Update date privilege, PowerChurch access
Guest Guest Normal Update privilege, no PowerChurch access
Recovery IT Tech  Admin Full administrator

8.7.2.User Accounts on Assigned Laptops

These computers are intended for use by a single user. Admin privileges will be given to these
users on a case-by-case basis at the discretion of the network administrators.

Role Username Credential Type
Assigned User - Normal Update privilege
Recovery IT Tech  Admin Full administrator
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8.8. Surveillance System

Protection Level: Low-Moderate

The surveillance system consists of the following components:
o 5 external cameras

e 1 DVR/NAS unit

o 1 dedicated tablet

e 2 panic buttons

The surveillance system runs a proprietary operating system. The system is integrated with the
alarm system and is monitored by the same company. The video cameras are connected via
hardwired cat 5 cable directly to the DVR/NAS unit. The system can be expanded to as many as
9 cameras if needed. Realtime video is provided using a dedicated tablet that connects via the
office Wi-Fi. The tablet is to be made available to the greeter or other authorized person for the
purpose of monitoring the cameras during community gatherings. Two “panic buttons” are
available for trained individuals to use to contact the alarm company to summon law enforcement
or other emergency personnel. Recorded videos are available to authorized people for review.
Recordings are to be retained for a minimum of 90 days.

The DVR/NAS videos must be protected against deletion or modification, and disclosure to
unauthorized persons. UUFE will not disclose the contents of surveillance recordings to the public
under any circumstance. UUFE will disclose the surveillance recordings to law enforcement only
if they are called in to investigate an incident that UUFE or one of our tenants has reported.
Admins are authorized to view videos only for purposes of maintenance and troubleshooting.

Detailed configuration or troubleshooting of the security system itself is handled by the same
company that handles our alarm system. Their support phone number is listed next to the alarm
panel in the lobby.

8.9. Streaming Sunday Services

Protection Level: Low

Streaming services are provided by Zoom Workspace. Zoom provides a number of security
mechanisms intended to restrict participation and control access to the session. However, it is
intended that streaming services be made available to the widest possible audience, including
both members and non-members. UUFE is willing to accept some risk that participants from the
general public may post inappropriate content or become verbally or visually abusive.

Given the desire for widespread dissemination, network admins are advised to provide as few
restrictions as necessary. Admins are authorized to add additional restrictions to participation
without prior board approval should this become a bigger issue. Operators of the Zoom session
must be diligent in monitoring online users and be prepared to remove any participant who posts
inappropriate content or becomes abusive.

8.10.0ther Computational Devices

Aside from the office computers listed above there are three laptop devices and one streaming
minicomputer. These devices contain no sensitive information and hence only need be minimally
secured.

These devices are:

e Zoom laptop

o Pulpit Laptop
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Minicomputer for conference room streaming

e Software maintained on these devices at a minimum:
e Windows 11Pro

e Zoom Workplace

9. IT Administrator Responsibilities

e Be available to offer support and troubleshooting

e Provide user guides and training as necessary

e Produce and update documentation as needed

e Enforce all board policies

¢ Install and configure all permanent devices on the network

¢ Maintain approved software and service licenses, keep them up to date

¢ Adopt best-practice approach to enforce security policies

¢ Manage role accounts and keep authorization credentials consistent among the subsystems
e Retire and reissue password at the end of UUFE Fiscal year in July for any change in staff
¢ Maintain and secure the list of user ids and passwords kept in the UUFE Office.

e Providing for backup and recovery
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10. Generic Use Cases
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Figure 1 - UUFE Use Cases

Use Cases details are subject to change during implementation
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